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Data as of March 24, 2026

IP address hosting provider (AS) domain last observed Defisher known phishing websites page title presumed target

147.45.43.133 Aeza Group LLC (AS 210644)  panel-my-test[.]Jonline March 2026 -

147.45.43.133 Aeza Group LLC (AS 210644)  trust-authorization[.]tech March 2026 - trust-authorization[.Jtech/tDPLDiV76HGw9n9Yed|flZahyNOkOWTh WhatsApp Germany
trust-authorization[.]Jtech/pUsI9nuZo649dKuaOHL7uG5npbYAq1bn

138.124.108.128 Aeza Group LLC (AS 210644)  tech-group[.Jonline October 2025 -

138.124.108.128 Aeza Group LLC (AS 210644)  |ogin-group-id[.Jonline October 2025 - login-group-id[.Jonline/wynamx3ijakiwuzqds7iwrcréchbeesx

138.124.108.128 Aeza Group LLC (AS 210644)  add-user-groupl.Jonline October 2025 - - WhatsApp

138.124.108.128 Aeza Group LLC (AS 210644)  identificationgroupl.]live October 2025 - -

138.124.108.128 Aeza Group LLC (AS 210644)  grouppanel[.Jru October 2025 - -

79.137.198.153  Aeza Group LLC (AS 210644)  infosuport[.Jonline September 2025 -

79.137.198.153  Aeza Group LLC (AS 210644)  childrens-competition-md[.Jonline September 2025 - childrens-competition-md[.Jonline/voite Competition Moldova

79.137.198.153  Aeza Group LLC (AS 210644)  change-manifest].Jonline September 2025 - change-manifest.online[.Jmanifest-europa-2028 Manifest Europa 2028 - Moldova

79.137.198.153  Aeza Group LLC (AS 210644)  group-auth[.Jonline September 2025 - - WhatsApp

79.137.198.153  Aeza Group LLC (AS 210644)  childrens-competition-ual[.Jonline September 2025 - - Ukraine

79.137.198.153  Aeza Group LLC (AS 210644)  mychildren404[ Jonline August 2025 -

79.137.198.153  Aeza Group LLC (AS 210644)  group-verification[.Jonline August 2025 group-verification[.Jonline/BYWR8zukMSI1VULU7fU7wwb2cGdNm9dY  WhatsApp Ukraine

79.137.198.153  Aeza Group LLC (AS 210644)  grupul-verificare[.]site August 2025 - grupul-verificare[.]site/dMtZFBOlieFMUgqHGSaC9sDcBKK 1f-RoKt WhatsApp Ukraine, Moldova

79.137.198.153  Aeza Group LLC (AS 210644)  group-privat-check[ ]site August 2025 - - WhatsApp

79.137.198.153  Aeza Group LLC (AS 210644)  whats-group-privat].Jonline August 2025 - -

79.137.198.153  Aeza Group LLC (AS 210644)  panel-reg[.Jonline August 2025 - -

79.137.198.153  Aeza Group LLC (AS 210644)  testyar.dorsa.of[.Jto August 2025 - - Default Site

79.137.198.153  Aeza Group LLC (AS 210644)  myduaccount-quickpaymentae[.Jsbs  June 2025 - -

91.103.253.168  Aeza Group LLC (AS 210644)  panyoul Jsite June 2025

91.103.253.168  Aeza Group LLC (AS 210644)  add-group-secur|.]site June 2025 - add-group-secur[.]site/hhbq1K8zvMoNIIRHds 1SzJzxVTLN2FDn WhatsApp Ukraine

91.103.253.168  Aeza Group LLC (AS 210644)  group-add-user{.Jcom June 2025 - - WhatsApp

91.103.253.168  Aeza Group LLC (AS 210644)  group-check-add[.]tech June 2025 - -

89.208.106.75  Aeza Group LLC (AS 210644)  pan4mylife[.]online June 2025 -

89.208.106.75  Aeza Group LLC (AS 210644)  groups-connect].Jonline June 2025 - groups-connect.Jonline/cgAgf2m04KXIDW94XrC08qgGeb7hXZIJ WhatsApp Ukraine

85.239.151.157  Aeza Group LLC (AS 210644)  utiputin[.Jonline March 2025 -

85.239.151.157  Aeza Group LLC (AS 210644)  new-groups[.]site March 2025 - new-groupsl.]site/eQ8j0Y 3Lhyhe6jnom23ckw47KGbOrHSj WhatsApp Ukraine

85.239.151.157  Aeza Group LLC (AS 210644)  group-new[.]site March 2025 - group-new[.]site/ax7wV 1RvFnzaaPD7KxdH4ZIzXcPGq6le WhatsApp Ukraine

150.241.102.163

150.241.102.163 Aeza Group LLC (AS 210644)  verify-add[.Jcom March 2025 - - WhatsApp

150.241.102.163 Aeza Group LLC (AS 210644)  cap404] Jsite March 2025 - Defisher
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